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George Malim: What pressures does the need 
for fast time-to-market place on IoT device 
design and manufacturing?

Dan Kephart: The main pressure is that 
mainstream consumer-level technology has now 
got into IoT and industrial IoT (IIoT). Things that 
were smartphones five years ago are now in 
general purpose IoT but this means devices are 
now far more complicated than before. Features 
now available in video and audio, for example, 
would only have been integrated by developers in 
Apple or Samsung five years ago but you still have 
the same design team as you did ten years ago.

That team is used to developing devices over a 
long period but IoT now demands that you have 
prototypes within a year and you’re out to market 
in two years. Medical devices have gone from a 
five year or longer development cycle to two 
years. The proliferation of embedded technologies 
means you now need to get there in half the time.

GM: How are IoT service providers abstracting 
away the complexity of their IoT solutions by 
adopting integrated solutions that mean they 
don’t have to re-invent the wheel every time 
they design a device?

DK: They are adopting technologies and solutions 
that exist so they don’t have to re-invent the 
wheel. Big open source projects have come into 
play and we see a lot more adoption of Linux 

today but you need to be sure there’s a big 
community that will be working on these for the 
next ten years before adopting this type of 
approach.

As a sSoM provider with connectivity expertise 
we used to have our own proprietary network 
management projects, which worked well, but 
have moved to open source projects so we can 
support the product upgrade and security 
upgrade cycle of our customers.

GM: Security’s an obvious priority. How can IoT 
service providers simplify design so they don’t 
have to build their own security features into 
devices every time they develop a product?

DK: We want to help partners in several ways 
when it comes to device security. From a core 
board support package development perspective, 
I believe a solution should have everything to keep 
data secure and allow a good device security 
architecture. You need a secure and verified boot 
architecture but you don’t want to be the person 
that fills in the gaps in the typical silicon vendor 
BSP. You also want to get to a secure and 
encrypted storage model but that requires a lot of 
security development capabilities if it isn’t 
included by your BSP provider. 

You also need the ability to react to threats as 
they come out in multiple software layers and 
keep security functions updated. You will also 
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need to create a software bill of materials (BOM) to support 
security scanning software and enable scanning for vulnerabilities 
in the software that you didn’t write. 

You can build all of this yourself or select a partner like us who can 
help you handle the device security architecture and update to the 
latest packages in the underlying board support package. 
Addressing the dependencies of different software and keeping all 
packages up to date is complex.

For customers that use our SoM, it brings highly integrated 
functions. You’re getting Wi-Fi, Bluetooth, RAM and flash 
integrated into a small form factor for a specific requirement. 
You’re also getting our Summit Suite security architecture that is 
already developed so your team doesn’t need to be an expert in 
that. We can help you be notified when there are known 
vulnerabilities in the software and work to update your board 
package.

Another advantage for companies in regulated markets is that we 
can ensure your security meets the required standard. The ability 
to claim conformance with regulatory requirements has great value 
and is time consuming for individual organisations to achieve.

GM: How do you see Laird Connectivity’s role in simplifying, 
accelerating and securing the next generation of IoT devices?

DK: The highlight of our latest SoM is that this is a well-matched 
solution at the hardware level. We’ve partnered with NXP on both 
the chip and wireless side. There’s our 60 series radio on the 
module and that was chosen by us to match the processor’s 
capability. The SoM offers 2x2 MIMO with PCIe interface to the 
radio for high performance applications and is the perfect match 
of Wi-Fi technology for the processor. 

Not all will need this level of performance so we’re unique in that 
during the development process if you discover you need good 
power consumption you can change MIMO to SISO Wi-Fi radio 
operation to achieve lower power consumption. 

An important thing about us as wireless radio and processor 
experts is that we want to deliver to customers newer Wi-Fi radios 
for the SOM as they become available from NXP that match the 
performance and flexibility of the processor’s capabilities. We 
know there will be newer standards, such as Wi-Fi 6 and 7 in the 
future that we want to bring to our customers. 

As we go through the cycle of newer module and radio 
development, we’ll re-spin the SoM to have a new version that 
supports the latest Wi-Fi and Bluetooth so customers can have an 
up-to-date wireless roadmap to support their planning. They won’t 
need to rebuild their devices because we have pin-compatible 
SKUs that customers can take advantage of to enable easy device 
updates.

The substance of all our work and our latest SoM release is to make 
it simpler for customers to access the latest capabilities across 
processing, radio and security so they can build these into their 
devices in pre-integrated packages. This approach eliminates 
wasted effort, accelerates development cycles and ultimately 
delivers a clear upgrade path that future-proofs investment for 
whatever innovations happen next and however industries develop.

Another advantage for companies in regulated 
markets is that we can ensure your security 
meets the required standard
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